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FAMILY FUN CAN CREATE EXECUTIVE RISK
how do i keep my family and myself safe ?
Like most professionals, you know that social media and cyber risks are
everywhere. They lurk behind every tweet, post, Instagram message, email
attachment, and new friend request.
In today’s Internet-connected world, children have never been more
vulnerable to attack. Activists are using the children to get to the
parent. It is so much easier. It is no longer sufficient to simply say “don’t
talk to strangers”, because when young people are online, using social
networks, they encounter hundreds of strangers every day. And with summer
vacation just around the corner, your children will be more active than ever,
reporting to their friends (and possibly to the world at large) about the things
that they are doing, the things you are doing and the things that they are
learning and hearing about from you. It seems appropriate to dedicate the
June Executive Threat Brief to reducing the risks that specifically target you
and your family.
Just as in the business world, there can’t be enough education about online
safety. Luckily, most school systems invest time and energy in building good
online practices. If you have not already seen the materials your school
provides, asking your child about what they’ve learned at school
might be an easy way to begin a conversation about online risks
and appropriate safety measures.
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getting to you
through your family
By now, you have developed a healthy
suspicion of emails that contain links,
and of unsolicited requests for information. Perhaps your organization
provides employees with cyber threat
awareness training, or social media
awareness. You know that every time
you post public information you
provide the world with many
clues about yourself, your family,
your loved ones, and your work. And
you understand that the internet never
forgets. You are no longer the most
vulnerable point of attack.
Unfortunately, you are still
vulnerable. A determined criminal
or social engineer can still have their
sights trained on you. What is the
easiest way for cyber criminals to reach
into your world? The people near you.
When you are less vulnerable, the bad
guys look for easier paths… your
children and loved ones. Generally,
the online activities of your family and
friends are not subject to the same
scrutiny and sensitivity to risk as
your work-related online activity.
Their relative lack of vigilance
makes them potential targets.
Especially children.

things to do to make your children safer now
Dedicate a device for your children to use
don’t shoot yourself
in the foot !

A surprising amount of the time, the
most careful social media users let
their guard down while communicating
within their family. Recently a very
senior and respected banking
executive at RBS was messaging with
his daughter during his work day
using SnapChat. He was making jokes
about how he was bored, and bored
in a board meeting. Even though
SnapChat is a social network that
doesn’t preserve communication in
a searchable stream, his daughter
took screen captures of his funniest
messages and uploaded them to
another social service, where they
could be viewed, forwarded, and
found. Suddenly this innocent, private
joking between a father and his
daughter was not so private any more.
The result? A social media firestorm,
and the sudden departure of that
executive from RBS. Within two weeks!
Coincidence? Probably not.

Family Risk = Executive Risk.

By officially designating a computer for your children to use, you achieve two important
goals. First and foremost, you keep your children off the devices that you
depend on. Second, you can use the controls in the operating system, anti-virus, antimalware and security software to appropriately limit the use of that computer in ways
that would be inconvenient for your personal device.

Keep the computer your children use in a public space
In many families, younger children access the Internet through a shared computer. If
that computer is in the kitchen or main family room, it is easier to keep an
eye on what is being done online. Naturally, the younger the child, the more present
you should be as they use the Internet. To further limit the use of the computer, you can
password protect the user log-in, and change the password frequently.

Limit the hours the computer is available, or that the internet
is available

The statistics are clear – cyber predators tend to look to for younger users who are
online later at night. One easy strategy is to limit the hours that the computer
is accessible. The security and parental control options in the operating system can
disable log-ins on the “public family computer” between certain hours. Another strategy
is to turn off the wireless router in the evenings, which keeps laptops offline. Some
families implement two wireless networks – a children’s network, which has limited
hours, and an adult network, which is available 24/7.

Discourage (or disable) downloads

Most of common online cash grab schemes involves malware, which is accidently, or
unknowingly downloaded onto a system. Secure your children’s phone. For younger
children, disable downloads completely. If they want an app, have them come to you, so
you can review the app, and if you deem it safe, download it. It is challenging to disable
downloads on your home computers, but you can deploy antivirus and antimalware
software to scan attachments before they damage your system. Of course, the easiest
way to stop this kind of attack in its tracks is to educate your family about the perils of
downloads. When in doubt, don’t. When not in doubt, think twice.

Consider parental control/monitoring software
Of course, most children don’t freely share all their internet exploits with their parents.
(Did you tell your parents everything you did when you were playing outside as a
kid?) For parents who are concerned about what they might be missing, there are
software packages that can put limits on the websites that are accessible
from a computer, or that monitor and record Internet activity, including sites
visited, and messages sent. These kinds of solutions are not for every family. If you are
considering this kind of step, you might want to have a discussion with your family about
what you are doing and why.

Make clear rules and enforce them consistently
No matter how you approach these issues and risks, it is likely that you will set some
expectations and perhaps some rules about how your family uses the Internet. Make
these rules clear, and easy to understand. (“No Screen Saturday” “No Social Media on
School Nights”, etc..) But when you make rules about Internet use, try your
best to enforce them consistently, and if you can, live by them, too.
So, in addition to the many ways that criminals target and abuse children and loved
ones online, sophisticated scammers will use those same innocents as a way to infiltrate
your world and attack you. By teaching them better awareness of social and cyber risk,
and by taking a few simple steps, you can protect them better, and increase your entire
family’s protection from online harm.

SPOUSES AND SIGNIFICANT OTHERS CAN INNOCENTLY
ADD TO YOUR PROFESSIONAL RISK
Usually adults exercise sensible caution when using social sites,
however, just as with the RBS example, people often let their guard
down when communicating with immediate family. It is good to
remember that everything you say and do online has the potential
to become public, and invariably, it will be the “funniest”
a.k.a. “most damaging” information that will go viral.
Before you send that photo or that tweet to your loved one, or
worse, forward that funny photo or tweet you receive from your
loved one, think about how you would feel if it started
trending on Google.
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