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STAY OUT OF THE NET
how to avoid phishing attacks
It has probably happened to you. You get an email, you read it briefly, you think
you understand and then you click….
Then you think… uh oh, and run your virus scanner, to change your email
passwords. You’ve been phished.
Phishing attacks are attacks where scammers present you with
legitimate looking emails, usually containing an important, time sensitive, or
once in a life time offer, and try to lure you into clicking on a link to “take
advantage of the offer” or opening a file to see the “important information”. Some
of the attacks are requests to reset your banking password, often asking you to
provide your SSN as a proof of identity, others are even more malicious, loading
malware on your machine or smart device when you click the link.
A modern phishing attack is incredibly convincing. Logos will be correct,
the design will match the company standards, and the website you are sent to will
look exactly like and official corporate site.

WHAT CAN YOU DO TO STOP IT?
When you get an email that follows one of these scripts be very wary. With just a
few moments of inspection you can dramatically reduce the chances that you are
the phishing criminal’s next victim.

trust and urgency
Phishing attacks always have these elements – Trust and Urgency. Here are
some of the most common ploys:
• An email appearing to be from a bank, credit card company, or other
financial institution that asks you “confirm” your personal account
information. The trust is provided by the trusted logo and design of
your bank, the urgency comes from a claim that your account has or may
be compromised.
• An email directly from the security or fraud department of a major
retailer or telecom company that describes “suspicious
activity”. Ironically, the fraudsters claim that you
should verify your identity in order to protect you
“identity theft”.
• Scammers often take advantage of current events,
such as the recent Russian hacker breach, Anthem,
or other breach. In these schemes, the phishers are
supposedly offering you help to secure your account.
• The 419 scam. In these schemes the email sender has a
large sum of money and is appealing for help to
gain access to it. In exchange for your help, you will be
“given” a percentage of the money.

They create sense of
urgency in their message

They give you a quick
link to solve the problem

WOULD THIS PHISHING
EMAIL FOOL YOU?

They use a company
and a logo you trust

seven steps to safety
1. Never open an attachment or click on a link that you are not expecting.
2. Check a suspicious email carefully. Was it sent to you? Or were you
bcc’ed? What is the sender’s URL? Quite often, with just a simple visual
inspection you’ll be able to determine that it was sent by an untrusted source.
3. If you receive a convincing email from a bank of financial institution, do not
click on the link provided. Instead, go directly to the website of
the institution. If the email is legitimate (it’s probably not, if it contains a
link) you will be able to transact your business on the official institution site
4. Many file attachments, particularly .ZIP and .PDF files can contain
malicious files. Be doubly wary of these kinds of attachments
5. When in doubt, contact the organization directly – but don’t call the number
which is provided in the email (today’s sophisticated scammers run call
centers to take those calls), go the company website instead and
contact them using the numbers you find there.
6. Make sure your antivirus software is up to date. Most modern antivirus
packages will scan attachments and automatically disable any malware,
including spyware or adware that may be part of the phishing payload.

how big is the problem?

Phishing is a huge issue in today’s
digital economy. Experts estimate that
there are 200 billion emails sent and
received each day. This represents an
incredible opportunity for scammers.
Not surprisingly, phishing has become
a big business, with its own ecosystem
of best practices and how-to resources.
Today some phishing engineers don’t
bother with creating phishing attacks
at all – they create phishing kits,
typically including Web site development
software, complete with graphics,
coding, and content that can be used
to create convincing imitations of
legitimate sites, and spamming software
to automate the mass mailing process.
Some kits also include lists of e-mail
addresses. It should be no surprise that
phishing attacks are so convincing!

7. Keep your Internet browser updated with the latest security patches.
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