
September 2017 | Briefing 34

COULD YOU BE THE NEXT INVESTMENT  
FRAUD VICTIM?
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If it seems too good to be true, it probably is.  Phony advertisements 

can deceive even the savviest investors by promising high returns 

with little money in a short period of time. Investment fraud can 

look legitimate:  criminals are using different tools and forms of 

communications designed to gain the trust of their victims and have 

succeeded in scamming people. So, who are the most common 

targets? Are you vulnerable to fraud? And if you already have an online 

investment account, is it secure?

How Investment Scams Work 

First of all, you should remove the preconceived idea that scam 

artists are only looking for wealthy people. They want someone that 

has money to invest and if you have it then you’re vulnerable to fraud. 

Simple as that. Second, scammers will use different tools to “hook you”: 

from professionally designed websites with fake addresses to a well-

formulated sales pitch. 

Imagine your friend tells you about a new business he’s enrolled in and 

how he only needed to pay a “small fee” to join with the guarantee of 
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gain profit.



receiving payments if they enroll others as well. You believe 

it because it’s coming from a trusted source and pay the fee 

but here’s the catch: investment returns are made from the 

investors own money and you will now be part of what they call 

a pyramid scheme.  Most investment scams use the same 

way of approaching their victim, either through someone you 

know or a group you belong to, an unsolicited phone call or 

email, or even through seminars where presenters are paid to 

promote the investment.  

Know What You Are Investing In: Protect Your Money

Before investing your money, make sure to ask yourself these questions:

1. Are you being pressured into making an investment decision?  Take a moment to analyze the 

situation, most scam artists use high-pressure tactics to get you to give them your money. 

2. Do you know who you are dealing with? Make sure the person is a registered advisor if they’re trying to 

sell you an investment unless they have an exemption.

3. Are clear on what you’re investing in? Be skeptical on the information you receive and do your own 

research. If you’re still unclear you can contact an independent financial adviser to get a second opinion.  
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Common Warning Signs:

LIMITED OFFER! They are pressuring you into making a decision or the  offer will expire. 

PAY NO TAXES!  Scam artists will try to make you believe you can take  your retirement money 

without paying taxes. 

LOW RISK, LOTS OF MONEY! Might sound appealing but if you’re buying investments like stocks 

there is no guarantee you’ll make money.

Protect Your Online Investment Account:

If you already have an investment account, make sure you protect your  

money by considering the following tips:

• Pick a strong password and if available, use a two-step verification factor 

authentication. 

• Access your online investment accounts only through secure computers 

and avoid using a public wireless connection.

• Be careful on clicking on links sent to you for they might be designed to 

trick you into giving personal and sensitive information. 

• Check your smartphone privacy settings when accessing your investment 

accounts. Always have your device to automatically lock when it’s not in 

use, to prevent unauthorized users accessing your information.

More information at: https://investor.gov/additional-resources/news-

alerts/alerts-bulletins/updated-investor-bulletin-protecting-your-online

HOW TO PROTECT YOURSELF


